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Messagesfrom Cyller-SllOO
Therapy on the Internet
Stephen M. Marson and Sara Brackin, Pembroke State University

THIS IS A THREE PART SERIES THAT ADDRESSES a quickly emerging area of social
work practice psychotherapy on the Internet. Our first installment addressed basic Internet
cultural and values, In Part II, confidentiality is acknowledged as a key component of
normal social work intervention, An important question emerges, "What about confiden-
tiality and the Internet?" In part two, we examine the concept of "confidentiality as a
misnomer" and important technical actions that must be addressed to comply with the
NASW Code of Ethics. In our third installment, we'll address the question, "What's hap-
pening now?" That is, how are current psychotherapist offering services over the Internet,
what kinds of services are being offered, and what are the implications for social work
private practitioners.

Confidentiality as a Misnomer: Part II
As stated earlier, general principles of ethical behavior relative to confidentiality are

applicable to social work practice on the Internet. That is, when one is practicing clinical
social work in a mental health center, one is ethically and legally mandated to take
"reasonable precautions" to secure confidentiality. When practicing on the Internet one
must continue to maintain "reasonable precautions" to secure confidentiality. However,
"reasonable precautions" on the Internet are grounded in technological knowledge of the
human motivation for "hacking" and of cyberspace security. Thus, confidentiality on the
Internet is a misnomer, The issue of reasonable precaution of maintaining confidential-
ity, is actually an issue of security. Briefly, this means that traditional standards of confi-
dentiality cannot be considered as the sole basis for "reasonable" clinical practice on the
Internet.

The prerequisite to understanding Internet security is developing an appreciation for
the human motivation to hack. Ask a successful burglar the following question, "Do you
have any desire to break into a mental health center and randomly read charts?" The
answer to this question is an unequivocal "No!" Why? Burglars are purposeful. At the
risk of serving prison time, randomly reading mental health charts is an absurd objective.

- continues on page 6
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Therapeutic Internetting - continued from p. 2

Ask a successful hacker the same question, and the answer is a
resounding, "Yes!" Why? "To test my skills against a sophisti-
cated security system." Most hackers have no desire to read charts
or do damage. The prime motivation to test one's skills is well-
documented.

The authors of this article ask the same question of themselves.
"Do I have a desire to break into a mental health center and ran-
domly read charts?" In an honest but disappointing reply, we dis-
covered that we too had the motivation to hack. The next ques-
tion is, "Would we do it?" We came to the honest conclusion that
the ethical standards we embrace would lead us not to hack a men-
tal health data base. The interest exists, but ethical standards are
the key to computer security and confidentiality. Thus, any com-
puterized security system is effective only to the degree of the ethi-
cal standards embraced by the primary users.

An individual's mindset is tightly related to the concept of
establishing a security system. When establishing a security sys-
tem, one must think like a hacker and not merely embrace the tech-
nological security strategies that have been successfully employed.
It is often said that, "for every computer security strategy, there is
a corresponding method to override it." Thus, after one has estab-
lished a security system one must ask the question, "What infor-
mation must I have in order to break into the system without se-
curity clearance?" The reply should be a list. If one is not able to
create a list, the security system is woefully inadequate.

Unlike traditional concerns of confidentiality, social work
practice on the Internet encompasses at least seven technical pro-
tocols. These include but are not limited to: encryption, passworc-
selection, security of commercial vendors, logging in and out, spe
cial concern for women, and fingering. With the progression c .
time and technology, basic security methods
improve but will never become fail-safe.

Encryption
Hidden from most users is the openness of e-mail transmis-

sion. When e-mail is transmitted it often follows a pathway which
is routed through several different computers. Each time a trans-
mission is routed in such a manner, the message can be stopped
and accessed. The process is similar to mailing a postcard. Any
postal employee that services the postcard can read it, copy it and
distribute the content without the sender or receiver knowing. How-
ever, the probability of such an occurrence is highly unlikely. The
effort takes time, skills, and a purpose. Thus, e-mail transmissions
are a bit more secure than a postcard - except when the informa-
tion is sensitive and there is someone who wants it! For example,
Oliver North deleted all incriminating e-mail evidence regarding
the 1987 Iran-Contra affair. However, by employing a sophisti-
cated utility, the FBI was able to uncover the deleted e-mail that
lead to his downfall.

Eye Movement Desensitization and Reprocessing
1996 Level I Training
Presenter: Steve Silver, Ph.D.

EMDR senior trainer selected and trained by Francine Shapiro, Ph.D.

"The first seven years of experience with EMDR has shown that it can be a very effective treatment of PTSD. Shapiro's method
has opened up a novel approach that can markedly benelitpeople sufferinc from PTSD. while bafflinc those of us who would like
to understand mechanisms of action with traditional paradirms· "
8_el A. van der Kolk, MD-Director, HRI Trauma Cellter. Auooiate Prolauor oC Paychiatry, Harvard Uilivenity.

"EMDR is a powerful tool that rapidly and effectively reduces the emotional impact of traumatic or anxiety evoking
situations. Consistent with Dr. Shapiro's current research, Ihave found the results of using EMDR to be stable over
time."
Roger Solomoll. PbD-Former Departmellt Paycholol(iat, W•• hillctoll State Patrol. Clillical Director, all Site Academy, Gardner,
Maaaacbuletta. COllaultallt to the Critical Illcidellt Propam. Bureau oC Alcohol, Tobacco, and Firearma.

FranciDe Shapiro, Ph.D., ori~tor ofEMDR. b a SeDior Research Fellow at the Meutal Reeearch hutitute, Palo Alto,
California, and the recipieut of the 1994 Dt.tinp"la«l Scientifickhiewment in PtryCholo,~ Auora preseuted by the
California Psychological A•• ociatiou. She has trained over 16,000 clinicians internationally and has been the invited speaker and
presenter at numerous national and international conferences including the Menninger Clinic and the Evolution of Psychotherapy

. Conference. She is the author of Eye Movement rmsensitization and Reprocessing: Basic Principles, Protocols and Procedures
(Guilford Publications, 1995) and many articles and book chapters on EMDR.
CONtINUING EDUCATION: EMDR INSTITUTE. INC. is approved by the American Psychological Association to offer continuing
education for psychologists. EMDR INSTITUTE, INC. maintains responsibility for the procram. EMDR INSTITUTE. INC., provides
continuini education through NBCC (#O55~) and the California BolU'dof RoF:tterod N\u:t~ (CEP 9755). Level I offers 17 credit hours.

EMDR. • lpedalizecI .pproach. accelerates the tnatment 0' lIIUiety-baaed flHDplalutaand aell-esteem Iaues related to both upeettiDc put .",ellb IUld
praent UI. colldltionL It nqulnl aupeniMd traI.DIIlcCorCulltbenpeutk efrectiY_ aIlCIrlleat "Cely. TIMtniDlIl& wtII coaaiat oClecture, live and
videotaped c1emonstratioal, aIlCIIUperYiIed prIICticum.

Pleaae call the EMDR omce Correl(iatratioll Cormalld Curther illCormatioD Oil.dditiooal EMDR trailliDp.

EMDR INSTITUTE, INC.• PO Bos 51010 • PacifIC Grove. CA • 93950 (408) 372·3900 Cas (408) 647·9881 http://www.emdr.com
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Therapeutic Internetting - continued from p. 6

Most transmissions do not require special care. However, it
is clear that any transmission exchanged between a client and a
therapist must be encrypted. While it is true there are ways to
breach security or decrypt messages over the Internet, it is no dif-
ferent from the physical world. As long as the therapist makes
reasonable attempts to ensure confidentially they cannot be held
liable for computer crimes. Many software packages and services
are available that make e-rnail messages hard to decode without
the proper authority.

Most people think of confidentially as what the therapist
knows about the client. In dealing with intervention over the
Internet, the social worker should be reminded that theirs is not
the only copy of the communications between client and thera-
pist. The actual word for word interaction may be up for scrutiny
by the entire interested population if the therapist is sued. This is
enough to scare many therapists away from this type of interven-
tion. When dealing with several therapists using one e-rnail ad-
dress there will have to be a way to separate each message and

. allow only the intended therapist to access their clients messages.
It would also be wise to erase (and write over) the file after mak-
ing a copy and placing it in a more secure location.

Password Selection
The first line of security is the password. Most hackers know

that novice users do not understand the concept behind the pass-
word. Passwords are suppose to be secret! Hackers have com-
puter programs that automatically attempt all the words found in
the dictionary. Such a program includes a protocol to use proper
names, birth dates, television shows, movies, addresses, auto li-
cense numbers, dog names and addresses - forward and back-
wards!

Basic Rules For Establishing A Password
Do not use a password that can be found in any data base.

Memorize a password and do not share it with anyone. Use a mix-
ture of numbers, letters, symbols, and punctuation. Use both up-
per and lower case letters. Lastly, passwords must be changed fre-
quently. The standard for highly secured information is once a
month.

Security of Commercial Vendors
Some commercial vendors [i.e., CompuServe, Prodigy, and

America Online] are more secure than vendors that operate a
UNIX-based system or UNIX shell [i.e., Netcomm and Well).
Hackers have a difficult time breaking into secured areas in a
non-UNIX based system because program architects have built
an environment that is menu driven with a limited number of
options. However, any loose cannon system operator can by-
pass the menu. Thus, as stated earlier, an Internet environment
can only be as secure as the ethics of the people who have the
skill to hack around it.

The reasonable alternative for a secure link to the Internet
would be a private and direct access to the Internet. Although it
is extremely difficult, individuals with a private SLIP or PPP
accounts [direct and private access to the Internet) are not to-
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tally secure. A thoughtful hacker can capture transmissions at
the point of entering and exiting the port. Key point: The only
person that would pursue such a strategy would be one who
knows that important messages are being transmitted and these

messages are worth the time and the effort to capture. Who
would make such an effort? A detective who is collecting in-
criminating evidence for a divorce hearing! Therapists are of-
ten subpoenaed in divorce cases. An attorney with access to e-
mail transmissions will not admit he has access, but he will
know exactly what questions to ask in court. With current tech-
nology, neither the therapist nor the client will be able to con-
firm that security has been breached. However, one way to
catch such an invader is to include incriminating disinformation
in some of the transmissions. This is the strategy that was suc-
cessfully employed by Rudy Baylor in John Grisham's novel
entitled, The Rainmaker.

Logging In and Out
As a security measure, develop the habit of observing the

"Last Login" screen. Most computer programs that link to the
Internet provide information that identifies the time and date of
the last login. Such information can be used to identify if some-
one else has gained access to confidential information. In addi-
tion, monitor your 'last command.' When prompted to do so, most
computer programs will identify the last command initiated by the
user. These two strategies are not only useful for security of
Internet files, but also useful for an office Pc. Student workers
can have access to a professors computer in which exams are
housed. A student can easily hack into a test bank.

Special Concern for Women
Telephone companies warn female subscribers to not list their

first name in phone books. The same security measures should be
taken on the Internet. Women are often bombarded with random
males. Using one's first name as part of a user identification is
considered a very bad idea.

Fingering
The FINGER command is commonly found on all UNIX sys-

tems. It offers information about the user. Hackers use the FIN-
GER command to determine the frequency and time of logins. The
FINGER command can be used to identify the most vulnerable
account-the inactive account. Some users are not aware of the
FINGER command. Others may be aware, but not know that the
information can be changed. Within Internet environments in
which much information must be secure, it is wise to control in-
formation available via FINGER.

In part III of this series, we'll address the issue of how cur-
rent psychotherapist are offering services on the Internet. The
prime question becomes, "What are the problems and implications
for social work private practice?" Part II outlined some technical
features that are required to assure a reasonable level of confiden-
tiality that goes beyond our present professional training.

7


